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and platinum resistance temperature detector 
(RTD) for temperature (accuracy of 0.5◦C)

ROV	� Remote operated vehicle, subsea robot 
employed in offshore operations

RTTM	� Real-time transient modeling
SSLDS	� Subsea leak detection system
T-TPT	� Temperature at the WCT (TPT)
T-UP-PCK	� Temperature upstream of the production 

choke.
TPT	� Temperature and pressure transmitter, 

located at the WCT, usually with piezoresis-
tive or quartz crystal technology for pres-
sure (accuracy in the range of 0.05%) and 
thermistor or platinum RTD for temperature 
(accuracy of 0.5◦C)

WCT	� Wet Christmas tree, subsea valve assembly 
connecting well to pipeline

Abbreviations
RTTM	� Real-time transient modeling
API	� American Petroleum Institute
DHSV	� Downhole safety valve, a safety equipment 

installed in the well and kept open by a pres-
surized hydraulic line

GOR	� Production gas-oil ratio
P-TPT	� Pressure at the WCT (TPT)
P-UP-PCK	� Pressure upstream of the production choke
PCK	� Production choke valve
PDG	� Permanent downhole gauge, usually with 

piezoresistive or quartz crystal technology 
for pressure (accuracy in the range of 0.03%) 
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Abstract
Leak detection in subsea petroleum production pipelines represents a critical challenge for offshore operations, especially 
under increasingly stringent environmental and regulatory requirements. This work presents a complete framework for 
detecting oil leaks and seawater influxes through partial ruptures in deepwater production systems. The methodology 
integrates the generation of synthetic time-series data using multiphase transient flow simulation and the training of 
supervised machine learning models, validated through real and simulated datasets of operational events. Using pres-
sure and temperature measurements from four standard field sensors, the proposed system detects anomalies associated 
with both leakage and influx phenomena with high sensitivity and low false-alarm rates. A LightGBM-based classifier 
demonstrated superior performance, achieving detection rates above 95% for moderate or severe ruptures after statistical 
smoothing and operational parameter tuning. The system was validated through a large-scale testing campaign and has 
already been deployed for real-time monitoring of multiple producing wells. Results confirm that this software-based 
detection approach enhances operational safety, reduces environmental risk, and can complement existing hardware-based 
monitoring systems in offshore fields.
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1  Introduction

Fast and reliable leak detection in subsea production pipe-
lines and equipment has long posed a significant challenge to 
the oil industry. In recent years, this issue has become even 
more critical due to increasing regulatory and environmen-
tal pressures worldwide  [1–3]. To address these concerns, 
industrial standards have been continuously developed and 
updated to establish and disseminate best practices for sub-
sea pipeline leak detection in the petroleum sector [4].

The primary objective of a leak detection system is the 
prompt identification of pipeline or equipment ruptures or 
perforations, which—depending on the circumstances—can 
result in oil or gas leakage, or seawater influx. In the Brazil-
ian offshore context, this challenge has become particularly 
relevant, as the majority of oil production now originates 
from subsea completions. Many of these tiebacks employ 
flexible pipelines, which are especially susceptible to degra-
dation in environments with high CO2 content [5], a charac-
teristic feature of pre-salt oil fields. Consequently, there has 
been a concerted effort to develop and implement subsea 
leak detection systems (SSLDS).

The scenario addressed in this work involves a subsea oil 
production well directly connected to a production platform, 
where pipeline failure can potentially occur at any point 
along the tieback. The fluid transported within these pipe-
lines typically comprises a mixture of gas, oil, and water, 
presenting a complex multiphase flow problem. This sce-
nario will be better explained in Sect. 1.2.

This work is organized as follows: 

1.	 Introduction—presents the problem and its motivation. 
A literature review on leak detection is provided, fol-
lowed by a description of the main Brazilian offshore 
production well scenario. A subsection summarizes key 
definitions, and the phenomena that may occur after a 
rupture—namely, oil leakage and seawater influx—are 
explained.

2.	 Methodology—details the procedures used to develop, 
validate, and implement a system for detecting partial 
ruptures in subsea petroleum production pipelines. Syn-
thetic time-series data were generated using multiphase 
flow simulations, and several machine learning algo-
rithms were trained and compared to select the best-
performing model.

3.	 Test and assessment—presents the tests performed 
under different evaluation metrics to assess the final 
model’s performance.

4.	 Conclusions—summarizes the main findings and high-
lights the contributions of this work.

1.1  Literature review

The literature on leak detection in single-phase pipeline flow 
is extensive, with numerous methods developed for water, 
crude oil, and gasoline transport. However, as noted by Rah-
man et al. [6], research addressing multiphase flow—espe-
cially mixtures of gas and liquid—remains limited. This 
area is still largely unexplored and continues to present sig-
nificant challenges for the oil industry.

Recent comprehensive reviews by Korlapati et al. [2], 
Abubakar et al. [7], Yuan et al. [1], and Behari et al. [8] 
provide systematic and bibliometric analyses of hundreds 
of publications, identifying prevailing research trends and 
technological approaches. Another valuable resource is the 
technical report by Krohne [9], which surveys various leak 
detection methods, their requirements, application scenar-
ios, advantages, and limitations. Collectively, these works 
underscore the central importance of reliable leak detection 
for mitigating economic losses, environmental impacts, and 
safety hazards, as pipelines remain susceptible to deteriora-
tion, vandalism, and operational faults.

A consistent taxonomy emerges from these reviews, 
classifying leak detection techniques into three main 
categories [2]:

	● Externally based methods: These employ dedicated 
hardware, such as acoustic emission sensors and opti-
cal fiber sensors, for real-time leak detection. They are 
recognized for their high sensitivity and precision, par-
ticularly in locating defects. Recent advances include 
integrating sensor arrays and using robotics for in-line 
inspection.

	● Vision/inspection methods: These rely on periodic in-
spections, which may be performed by humans, trained 
animals, drones, or robots. In the oil and gas sector, in-
spections are often carried out by divers or remotely op-
erated vehicles. However, these methods do not provide 
real-time monitoring. The exception is satellite-based 
oil spill detection techniques [10], which are extremely 
reliable for identifying any oil spill on the ocean surface; 
however, they do not provide information about the 
source of the spill, nor can they detect deepwater leaks 
before the oil reaches the sea surface—which could be 
far away from the source.

	● Internally/computationally based methods: These ap-
proaches use process data (e.g., pressure, temperature, 
flow rate) as inputs to model-based state estimation or 
machine learning algorithms. Software-based methods 
are increasingly prominent due to advancements in ma-
chine learning and statistical modeling, offering poten-
tial for real-time anomaly detection. Their effectiveness, 
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however, depends on the availability of high-quality, 
representative datasets.

Many studies highlight that combining hardware and soft-
ware methods—hybrid approaches—tends to yield superior 
results, enhancing both the accuracy and reliability of leak 
detection, especially for small or chronic leaks that are oth-
erwise difficult to identify. For subsea pipelines, particular 
challenges include installation complexity and the need for 
robust, low-maintenance solutions in harsh environments. 
As a result, hardware-based methods are less feasible for 
extensive oil and gas gathering networks due to high costs 
and lack of widespread deployment of subsea sensors. 
In contrast, machine learning, especially deep learning 
and hybrid models, has shown rapid progress and strong 
potential.

Internally/computationally based methods can be further 
subdivided [2]:

	● Pressure/flow monitoring: Detects leaks based on unex-
pected disturbances or abnormal values in pressure and 
flowrate measurements. Commonly used in offshore 
platforms, this includes monitoring pressure differen-
tials at production chokes and abrupt or implausible 
changes in sensor readings.

	● Balancing systems: Analyze mass balance at various 
measurement points. This approach is impractical with-
out multiphase flowmeters installed both subsea and 
topside.

	● Real-time transient modeling (RTTM): Relies on real-
time numerical simulations based on physical princi-
ples, comparing simulated and measured values to de-
tect anomalies.

	● Negative pressure wave: Utilizes high-frequency sen-
sors to detect rarefaction waves generated at leak initia-
tion. While fast and sensitive for single-phase incom-
pressible fluids, this method is less effective for slowly 
developing ruptures or long pipelines [8, 9, 11, 12].

	● Statistical and machine learning methods: Employ mul-
tiple variables as input to statistical or machine learning 
models for leak detection. This is the approach adopted 
in the present work.

According to Yuan et al. [1], most machine learning meth-
ods for leak detection remain at the theoretical validation 
stage, though some practical implementations exist, such as 
neural networks trained on accelerometer signals mounted 
on pipeline walls [13]. For multiphase leaks, dedicated 
research is scarce. Ji et al. [14] demonstrated promising 
results with acoustic sensors using empirical mode decom-
position, though externally based methods are not the focus 
of this study. Kam [15] and Figueiredo et al. [16] proposed 

mechanistic models to predict pressure and flowrate 
changes due to leaks. While valuable conceptually, these 
models may not suit the present scenario, as they do not 
account for temperature variations, possible water influx, or 
require frequent updates of well-specific physical models. 
Havre et al. [17] presented an RTTM system using digital 
twin estimations compared to real measurements to identify 
leak signatures.

Given the limited literature on multiphase flow leak 
detection and the unique context of offshore production, no 
established methodology currently exists for detecting small 
or partial ruptures in such systems. There is consensus in the 
literature that no single technique is sufficient for all scenar-
ios; instead, methods are complementary. Despite the lack 
of comprehensive standards, machine learning approaches 
have emerged as promising tools for leak detection in com-
plex, multiphase environments.

1.2  System configuration

As discussed in [18], the petroleum industry employs a wide 
variety of subsea production system architectures. One of 
the most common configurations is based on wet satellite 
wells, which also predominate in the pre-salt basin.

Figure  1 illustrates a typical wet-completion satellite 
well. In this arrangement, oil and gas flow from the reser-
voir through the production tubing to the wet christmas tree 
(WCT). From there, the fluids enter a subsea production 
pipeline—whose integrity is of major concern due to the 
risk of leakage—typically consisting of two branches: the 
flowline, which is nearly horizontal and lies on the seabed, 
and the riser, a catenary-shaped segment that extends up to 
the platform. At the end of the riser, just before the process-
ing plant, a production choke valve (PCK) is installed to 
regulate the well’s flowrate by introducing a pressure drop, 
a feature particularly relevant for leak detection.

A few pressure and temperature sensors are installed 
along the flow path: a permanent downhole gauge (PDG) 
is located at the bottom of the well, while a pressure and 
temperature transmitter (TPT) is positioned at the WCT. 
Additional pressure and temperature sensors are placed 
upstream and downstream of the choke, providing valu-
able information about the current flow rate. Notably, in this 
configuration, direct multiphase flowrate measurement is 
not available.

In this work, the following sensor measurements were 
used as inputs:

	● P-TPT: Pressure from the TPT sensor (bar);
	● T-TPT: Temperature from the TPT sensor (◦C);
	● P-UP-PCK: Pressure upstream of the production choke 

(bar);
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	● Sensor: equipment that returns the value of a physical 
variable at a specific position. As explained in Sect. 1.2, 
four different sensors were considered in this work.

	● Timestamp: the time at which a recording is produced 
by any sensor.

	● Measurement value: the numerical value recorded by a 
sensor at a specific timestamp.

	● Measurement unit: the engineering unit associated with 
the value recorded by a sensor at a specific timestamp.

	● Time series: a sequence of consecutive sensor measure-
ment values within a given time range.

	● Event: a set of time series from different sensors in the 
same well, collected over a closed time interval and rep-
resenting a specific scenario.

	● Window interval: the interval of consecutive time-
stamps of an event that are between an initial and a final 
timestamp.

	● Window: the measurement values of a specific sensor 
corresponding to the timestamps contained in a window 
interval.

	● Feature point: a vector containing all features computed 
from the sensor measurements at a single timestamp.

	● Level-shift anomaly: an event representing an anomaly 
in which sensor measurements change from a steady-
state normality baseline to a different level.

	● Dynamic Event: also referred to as a dynamic anomaly 
event, an event representing an anomaly in which the 

	● T-UP-PCK: Temperature upstream of the production 
choke (◦C).

In many cases, the PDG sensor is unavailable due to fail-
ures. The TPT (also referred to as the subsea sensor) is often 
operational, whereas the sensors at the platform (commonly 
known as topside sensors) are consistently available. The 
decision to exclude PDG data was made to ensure the classi-
fier’s applicability to the majority of wells, as PDG informa-
tion is often unreliable or unavailable and is less relevant to 
the subsea pipeline, which is the primary focus of this study.

Oil wells can operate either as naturally flowing—pro-
ducing without any external energy supply—or with arti-
ficial lift, which requires external energy to transport the 
fluids to the platform. The most common artificial lift 
method for offshore wells in the present scenario is gas lift, 
wherein high-pressure gas is injected into the production 
tubing to reduce fluid density and, consequently, the down-
hole pressure. This study is restricted to naturally flowing 
wells, as they are most prevalent in pre-salt fields with high 
CO2 content.

1.3  Definitions

The following definitions, adapted from  [18], are used 
throughout this work:

Fig. 1  Typical tieback of a satel-
lite offshore oil well (adapted 
from [19])
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and is reflected in reduced readings from both subsea and 
topside pressure sensors. The magnitude of this reduction 
depends on several factors, including rupture size, pressure 
differential, well productivity, and choke position. Tem-
perature variations also occur and may be either positive or 
negative, depending on fluid properties and the heat-transfer 
behavior along the pipeline. While the total flowrate from 
the reservoir tends to increase, the flowrate at the platform 
always decreases.

An influx (also depicted in Fig. 3) occurs when the internal 
pipeline pressure is lower than the external seawater pres-
sure. Its primary signature is a marked temperature decrease 
at the topside, caused by the arrival of cold seawater. An 
increase in pressure at the Christmas tree and a reduction 
in the flowrate from the reservoir are also expected. Under 
specific circumstances—identified through transient-flow 
numerical simulations—flow instabilities may arise when a 
heavier fluid (seawater) begins to fill the production riser. 
This can temporarily increase internal pipeline pressure and 
potentially cause the influx to revert to a leak.

In this work, we present a machine-learning-based tech-
nique for detecting partial ruptures in subsea pipelines. The 
system was designed to operate within a typical subsea 
architecture, where only pressure and temperature measure-
ments are continuously available and no flowrate sensors 
are installed. It is intended specifically for rupture detec-
tion during steady‑state production conditions and is not 

sensor measurements vary continuously over time, ex-
hibiting a pattern-based, time-dependent behavior.

Figure 2 shows an example of a sensor-provided recording, 
including its sensor name, measurement value, measure-
ment unit, and timestamp.

1.4  Definition of leak and influx

Leaks result from a total or partial rupture of the pipeline. 
A total rupture completely separates the pipeline into two 
ends, causing the entire well flowrate to be diverted to the 
ocean (or, depending on the local pressure conditions, allow-
ing seawater to enter the well). Although extremely harm-
ful, this type of occurrence can be detected using simple 
techniques, such as monitoring the low pressure differential 
across the production choke at the topside. A partial rupture, 
on the other hand, does not sever the pipeline entirely, and 
the well remains connected to the platform. Detecting a par-
tial rupture is considerably more challenging, as oil and gas 
continue to flow to the platform—albeit at a reduced flow-
rate. In general, the smaller the leakage or seawater influx, 
the more difficult it becomes to identify the event.

A leak in a subsea pipeline (illustrated in Fig. 3) occurs 
when, following a rupture or the formation of a hole, the 
internal pipeline pressure exceeds the local external seawa-
ter pressure. This condition decreases the pressure profile 
along the entire production system, as observed in [15, 16], 

Fig. 3  Conceptual representation 
of a leak or an influx through a 
partial rupture in a subsea pipe-
line (adapted from 19)

 

Fig. 2  Sensor measurement example 
(adapted from [18])
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large collection of previously cataloged leakage and influx 
data. Because ruptures in multiphase subsea pipelines are 
rare, real process data for such events in multiphase subsea 
pipelines are generally unavailable, making SSLDS train-
ing particularly challenging. To the authors’ knowledge, no 
public dataset currently exists for pipeline rupture detection 
in multiphase flow systems, and even if one were available, 
it would need to precisely match the scenario described in 
Sect. 1.2.

To overcome this limitation, artificial data were gener-
ated through transient multiphase-flow simulations using 
the OLGA software (version 7.3.3). A set of simulation 
models representing the targeted wells was selected. For 
each model, a leak was introduced as a pressure source 
positioned at different points along the pipeline and set to 
the local seawater hydrostatic pressure. Starting from a 
steady-state condition without leakage, the pressure source 
was activated. When the hydrostatic pressure exceeded the 
internal pipeline pressure, seawater was injected into the 
flowline (influx); otherwise, the production fluid (a homo-
geneous mixture of oil, gas, and water) flowed out of the 
rupture (leak).

One important assumption in the simulation model is that 
the leaked mass consists of oil, gas, and water in the same 
proportions as found locally in the pipeline. While reason-
able for bubble or slug flow regimes, this assumption may 
not hold for stratified flow. If a rupture occurs at the top 
of the pipe, leakage would predominantly consist of gas; if 
at the bottom, it would mainly consist of liquid. Analyzing 
such phase-segregated effects would require substantially 
more complex modeling and was deemed beyond the scope 
of this work.

For each well model, multiple simulations were exe-
cuted using randomly sampled parameters within precribed 
ranges:

	● Rupture diameter: between 0.1 and 4.0 inches (in pipe-
lines with 6-inch internal diameter);

	● Rupture position: two discrete locations, near the WTC 
or at the riser-flowline connection;

	● Well productivity index: between 10 and 500 
Sm3/d/bar;

	● Reservoir pressure: between 425 and 625 bar;
	● Watercut: between 0 and 50%;
	● Gas-oil ratio (GOR): between 150 and 500 Sm3/Sm3;
	● Production choke relative opening: between 1 and 

100%;
	● Production choke downstream pressure: between 15 

and 50 bar;
	● Well OLGA model: nine representative well models 

with their respectives subsea pipelines from the pre-salt 

configured to operate during transient phases or periods of 
operational change.

In the next sections, we describe the methodology used 
to develop the machine learning model, beginning with 
data generation and exploratory analysis, and proceeding 
through model training and parameter tuning. Subsequently, 
we present the operational metrics associated with leak 
detection, followed by the model assessment and a discus-
sion on its deployment.

Finally, it is important to emphasize that this work 
addresses rupture detection in multiphase flow systems, 
which remains a relatively unexplored research area, as dis-
cussed in Sect. 1.1. Moreover, it focuses on a scenario of 
critical economic relevance to the Brazilian offshore indus-
try, in which no real occurrences of leakage under the con-
ditions assumed in this study have been recorded, and only 
a limited number of sensors are available. To the best of 
the authors’ knowledge, this is the first study to combine 
multiphase flow simulations with machine learning tech-
niques to develop a solution capable of detecting leaks or 
seawater influxes in such systems while maintaining a low 
false‑alarm rate.

2  Methodology

This section presents the methodology used to develop, val-
idate, and implement the partial rupture detection system. 
A synthetic rupture time-series dataset was generated using 
multiphase flow simulations. In addition, a time-series data-
set containing production well events was also used.

A relative deviation feature, which is well suited for 
detecting level-shift events such as leaks and influxes, was 
selected and applied to all time series.

Subsequently, three different machine learning algo-
rithms were used to train a leak and influx classifier, and 
their performances were compared. Bayesian search was 
employed for hyperparameter optimization to obtain the 
best model for each algorithm.

Then, still using the training data, an operational tuning 
step was performed by determining the optimal moving 
average of the model’s probability output in order to reduce 
the number of false positives while maintaining high rup-
ture detection accuracy.

Finally, the selected model was evaluated using differ-
ent testing approaches with data reserved exclusively for 
testing.

2.1  Leak and influx data generation

The approach adopted for the present SSLDS relies on com-
paring a suspected anomaly, i.e., a potential rupture, with a 
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significantly increase the computational cost of subsequent 
tasks while offering limited additional benefit, given that 
operational responses to rupture alarms (e.g., shutting in the 
well) typically occur on timescales much longer than one 
minute.

Figures 4 and 5 illustrate typical examples of leak and 
influx events. In both cases, the upper plot shows the evolu-
tion of the sensors P‑TPT (solid blue), P‑UP‑PCK (dashed 
blue), T‑TPT (solid red), and T‑UP‑PCK (dashed red). The 
primary (left) axis corresponds to the pressure variables, 
while the secondary (right) axis corresponds to the tem-
perature variables. The lower plot shows the liquid flowrate 
at standard conditions at the rupture (blue), at the topside 
(orange), and in the reservoir (green). For leak events, the 
rupture flowrate is negative (fluid exiting the system); for 
influx events, it is positive (fluid entering). Standard condi-
tions (15.5◦C, 1 atm) are used for flowrate because they pro-
vide a consistent mapping to mass flowrate and are widely 
used in engineering practice. Liquid flowrate is expressed 
in Sm3/d.

Figure 4 shows a simulated leakage event. Prior to rup-
ture, the well produced 2086 Sm3/d of liquid, observed uni-
formly at all points along the flowpath in steady state. After 
rupture at the 60-min mark, leakage reached 1075 Sm3/d, 
increasing the reservoir liquid flowrate to 2717 Sm3/d and 
reducing the topside flowrate to 1642 Sm3/d. The differ-
ence corresponds to the leak flowrate. P‑TPT, P‑UP‑PCK, 
and T‑UP‑PCK decreased slightly, while T‑TPT exhibited a 
small increase.

Figure 5 shows a simulated influx event. Before rupture, 
the well produced approximately 2750 Sm3/d of liquid. 
After rupture, 2200 Sm3/d of seawater entered the pipeline, 

basin. These wells have liquid flowrates typically rang-
ing from 2000 to 7000 Sm3/d.

After simulation, all cases exhibiting numerical issues or 
physically implausible behavior were discarded. This is a 
manual screening which involved reviewing all results and 
removing those with unrealistic outcomes; for example, 
some simulations of large ruptures showed substantial pres-
sure differences between the pipeline interior and the exter-
nal environment yet produce no leakage. Unfortunately, 
such anomalies are a common challenge in large-scale 
numerical simulation campaigns.

The resulting dataset contains time series of several vari-
ables at different measurement points. The most relevant 
variables for the subsequent analysis were the pressure and 
temperature readings from both subsea and topside instru-
ments. The final database comprises leak events, influx 
events, and normal-operation periods. While the time series 
from the selected sensors served as input to the machine 
learning task, the oil, gas, and water flowrates through the 
rupture were recorded to label each event as leak or influx.

The final dataset consists of 3089 leak events and 1677 
influx events, totaling 4766 events. Each event contains a 
270-minute time series of the selected variables. All simu-
lations begin in an initial steady-state regime without any 
rupture. At the 60-min mark, the rupture is formed within 
10 s, initiating a leak or influx characterized by a transient 
phase followed by a new steady-state regime.

All data were sampled at a frequency of one per min-
ute. This sampling rate reflects operational practice, system 
dynamics and strikes a balance between temporal resolution 
and computational efficiency. A faster sampling rate would 

Fig. 4  Simulated leakage event 
after rupture formation
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2.2  Reference dataset for non-rupture events (3W 
dataset)

As counterexample data—i.e., events not associated with oil 
leaks or seawater influxes but capable of producing similar 
effects on the relevant variables—the authors used the 3W 
dataset [19], a public dataset containing instances of normal 
production and several undesirable operational events in oil 
production wells.

The events included in the 3W dataset are: 

0.	 Normality: normal production, characterized by mea-
surements fluctuating around a constant level, without 
large oscillations or monotonic trends.

1.	 Abrupt increase of watercut: event resulting from the 
arrival of the reservoir water-front at the well location.

2.	 Spurious closure of DHSV: the downhole safety valve 
(DHSV) may close unintentionally, shutting the well in.

3.	 Severe Slugging: a hazardous, cyclic phenomenon in 
the flowline-riser system characterized by alternating 
arrivals of large liquid slugs and gas pockets at the plat-
form, typically occurring over minutes or hours.

4.	 Instability: alternating large volumes of liquid and gas, 
similar to severe slugging, but with lower intensity and 
poorly defined periodicity.

5.	 Rapid production loss: sharp reduction in the well pro-
ductivity index (e.g., due to gravel pack collapse) or 
fast reservoir depletion, causing a significant flowrate 
decline.

leading to a reduction in reservoir flowrate. A substantial 
decrease in T‑UP‑PCK occurred only after about 30 min—
the time required for the cold seawater to reach the topside. 
P‑TPT increased slightly, while the remaining sensors were 
only minimally affected.

Both events in Figs. 4 and 5 exhibit Level‑Shift anomaly 
characteristics (see Sect. 1.3), consisting of an initial normal 
steady state, a transient phase triggered by the anomaly, and 
a final post‑anomaly steady state. All simulated cases in the 
dataset follow this general pattern.

Occasionally, however, ruptures displayed features of a 
dynamic anomaly (see Sect.  1.4). In such situations, sea-
water influx begins, it ascends in the riser and, because the 
seawater is denser than the production fluids, a temporary 
pressure increase is observed at the rupture. This reduces the 
pressure differential and halts the influx, allowing leakage 
to occur instead. When leakage through the rupture reduces 
internal pressure again, influx resumes. This cycle repeats, 
producing alternating periods of leak and influx. Only 8 of 
the 4766 cases exhibited this behavior; an example is shown 
in Fig. 6. Although intermittent, these events were labeled as 
influx because the majority of each event exhibited seawater 
entry, and the sensor behavior (P‑TPT, T‑TPT, P‑UP‑PCK, 
T‑UP‑PCK) more closely resembled pure influx patterns 
than pure leaks. Whether such cases may occur in practice 
is still an open question.

Fig. 5  Simulated seawater influx 
event after rupture formation
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composition and includes the leak and influx events from the 
rupture dataset, labeled here as events 9 and 10, respectively.

The 3W dataset includes additional variables beyond 
those chosen in Sect. 1.2, such as PDG pressure and gas-lift 
measurements (injection flowrate, injection pressure, and 
injection temperature). As explained previously, PDG data 
were excluded and gas-lift wells were not considered. Thus, 
the events were retained, but the variables associated with 
those sensors were removed. Another difference is that the 
3W dataset does not include upstream choke temperature 
measurements (T-UP-PCK), only downstream temperature. 
Because these values are expected to be very similar under 
most conditions, the downstream temperature was used as a 
proxy for upstream temperature.

Unlike the fully simulated rupture dataset, the 3W data-
set contains many missing values (particularly in real time 
series), frozen sensors (i.e., readings that stop updating), 
and invalid values, such as pressure measurements equal to 
zero. All events containing missing, frozen, or invalid val-
ues were removed.

It should be noted that the rupture detection system 
developed in this work does not operate with missing val-
ues. All four required sensors must be functional, and no 
missing values exist in the rupture dataset.

2.3  Feature engineering

Because leaks and influxes manifest as level-shift anoma-
lies, the detection methodology relies on comparing the cur-
rent measurement value to a reference value that represents 
the expected steady-state baseline of each sensor. For every 

6.	 Quick restriction in production choke: rapid and unin-
tended choke closure or restriction, potentially leading 
to hazardous consequences.

7.	 Scaling in production choke: inorganic deposition near 
the choke valve, resulting in impaired or faulty valve 
operation.

8.	 Hydrate in production flowline: gas hydrates formation 
in the pipeline, indicating risk of blockage.

Most of these events are level-shift anomalies, similar to 
leak and influx cases, and consist of a pre-fault steady-state 
phase, a transient phase, and a post-fault steady-state phase. 
Three events, however (0—normality; 3—severe slugging; 
and 4—instability), are continuous processes with con-
stant or intermittent behavior. Severe Slugging and Insta-
bility correspond to dynamic anomalies, while Normality 
includes only noise and common operational variability. 
Although the original dataset distinguishes between tran-
sient and post-fault phases, in this work both phases were 
assigned the same label. Examples of each 3W event are 
shown in Fig. 7.

The 3W dataset is composed of real, simulated, and 
sketched data. Real data were collected directly from the 
Plant Information system of several Petrobras wells. Simu-
lated events were generated using a multiphase flow simu-
lator (similar to the rupture dataset described in Sect. 2.1). 
Sketched events were constructed using expert knowl-
edge combined with mathematical formulations and heu-
ristic rules. All Normality events are real, whereas most 
other events are simulated. Table 1 summarizes the dataset 

Fig. 6  Simulated seawater influx 
alternating with oil leakage with no 
steady-state condition after rupture 
formation
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	● Level-shift anomaly behavior: Following a rupture, sen-
sor values gradually transition to a new steady-state lev-
el. The relative deviation feature is specifically designed 
to capture this shift.

	● Uncertainty in rupture formation dynamics: In the simu-
lations, rupture formation occurs within a few seconds. 
In reality, ruptures may develop over minutes, hours, or 
even days, producing highly variable transient respons-
es. Comparing steady-state conditions mitigates sensi-
tivity to these uncertainties.

	● Rupture formation across shut-offs and ramp-ups: If a 
rupture develops while the well is shut in and the well is 
later restarted under identical operating conditions (e.g., 
same choke opening, separator pressure, and reservoir 
pressure), the event remains detectable through de-
viations between pre-shut-off and post-ramp-up steady 
states.

time series, the following feature—referred to as the relative 
deviation—was computed:

xpct(t) = x(t) − xref

xref
× 100%,� (1)

where xpct(t) is the relative deviation at timestamp t, xref is 
the sensor’s expected steady-state value under normal oper-
ation, and x(t) is the current sensor measurement. For clar-
ity, xref is termed the reference value, while x(t) represents 
the current value. Temperature measurements (T-TPT and 
T-UP-PCK) were converted from degrees Celsius to Kelvin 
prior to feature computation.

This steady-state deviation approach was selected for 
several reasons:

Fig. 7  Examples of 3W dataset 
events, adapted from [18]
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2.4  Exploratory data analysis

An exploratory data analysis was carried out by comput-
ing the relative deviation (using Eq.  1) between the final 
steady state (after rupture formation) and the initial steady 
state (before rupture formation). The following measure-
ment values, described in Sect. 1.2, were used: pressure at 
the WCT (P-TPT), temperature at the WCT (T-TPT), pres-
sure upstream of the production choke (P-UP-PCK), and 
temperature upstream of the production choke (T-UP-PCK). 
For each leak or influx event, a 4D feature point was formed 
from the relative deviations of these four sensors.

It should be noted that relative deviations could also be 
computed at all timestamps after rupture formation (as per-
formed in the training phase, see Sect. 2.6). However, for the 
purpose of exploratory analysis, doing so would produce an 
unnecessarily large number of points. Our aim here is spe-
cifically to characterize the final relative deviation—after 
the system reaches its new steady-state level—and thereby 
understand the general behavior of rupture events predicted 
by the multiphase-flow simulations.

Figure  8 presents all possible two-dimensional scatter-
plots of the computed relative deviations. Each point cor-
responds to a single leak or influx event. A visual inspection 
of the figure shows that oil leaks (red points) and seawa-
ter influxes (blue points) occupy distinct regions with very 
limited overlap, suggesting that the four proposed relative 
deviations are sufficient to discriminate between the two 
types of events.

These results are consistent with the physical interpreta-
tions discussed in Sect. 1.4. Oil leaks decrease pressure in 
both sensors (P‑TPT and P‑UP‑PCK) and typically lead to 
lower topside temperature (T‑UP‑PCK). However, as pre-
viously mentioned, the WCT temperature (T‑TPT) exhib-
its mixed behavior: depending on the case, it may increase, 
decrease, or remain approximately constant.

Conversely, seawater influx produces a pronounced 
decrease in T‑UP‑PCK, with some cases reaching relative 
deviations of approximately −8% (a significant change in 
Kelvin units; for instance, −8% of a 50 ◦C reference value 
corresponds to a temperature drop of about 25 ◦C). Influx 
events also tend to increase WCT pressure (P‑TPT) and, in 
most cases, decrease WCT temperature (T‑TPT), while the 
behavior of P‑UP‑PCK is more varied.

2.5  Noise data augmentation

To make the simulated data more representative of real 
operational conditions, random noise was added to all simu-
lated events, including both the rupture dataset and the sim-
ulated cases from the 3W dataset. This noise was derived 
from a normal-production event after applying the feature 

	● Extended detection window: A rupture is expected to 
shift all relevant variables to new steady-state levels. 
Thus, detection remains possible even long after the 
transient phase has ended—something not guaranteed if 
detection relied solely on transient behavior.

An alternative approach would be to analyze the rate of 
change of each sensor, identifying ruptures through tran-
sient dynamics rather than steady-state comparisons. How-
ever, this strategy suffers from important limitations: (i) 
simulations would need to incorporate multiple rupture-
formation profiles to cover the full range of possible rates of 
change; (ii) rupture formation during shut-ins or ramp-ups 
could not be detected; and (iii) the detection window would 
be restricted to the transient period.

The main drawback of the steady-state comparison 
approach is the need to determine the reference value (xref 
in Eq. 1), which is not always straightforward in real-time 
operation. The challenges associated with reference-value 
estimation are discussed in Sect. 3.3. In this study, the ref-
erence value for each event was extracted directly from its 
initial measurements. For the rupture dataset, the reference 
value was defined as the average sensor measurement over 
the 30 min preceding the rupture. For the 3W dataset, the 
reference value was taken as the steady-state average pre-
ceding the fault for level-shift anomalies. For normality and 
dynamic anomaly events (instability and severe slugging), 
the average over the entire time series was used.

Table 1  Composition of rupture and 3W dataset time series: event 
label, name, number of real instances, number of simulated instances, 
number of sketched instances and total count
Label Event Real Simulated Sketched Total
0 Normality 597 0 0 597
1 Abrupt increase of 

watercut
5 114 10 129

2 Spurious closure of 
DHSV

22 16 0 38

3 Severe slugging 32 74 0 106
4 Instability 344 0 0 344
5 Rapid production loss 12 439 0 451
6 Quick restriction in 

production choke
6 215 0 221

7 Scaling in production 
choke

4 0 10 14

8 Hydrate in production 
line

3 81 0 84

9 Oil leak—subsea 
pipeline rupture

0 3089 0 3089

10 Seawater influx—sub-
sea pipeline rupture

0 1677 0 1677

– Total 1025 5705 20 6750
Table adapted from [18]
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


0.1771 0.0021 0.0915 0.0073
0.0021 0.0038 0.0003 −0.0003
0.0915 0.0003 0.2476 0.0089
0.0073 −0.0003 0.0089 0.0020


 ,� (2)

where the first, second, third, and fourth rows and columns 
correspond to P‑UP‑PCK, T‑UP‑PCK, P‑TPT, and T‑TPT, 
respectively. This noise was added directly to the relative 

transformation in Eq.  1 to all timestamps. To apply the 
transformation, the average of each sensor during normality 
was used as the reference value, and the covariance matrix 
of the resulting relative-deviation time series was computed. 
The obtained covariance matrix is shown below:

Fig. 8  Relative deviations between 
the steady states before and after 
rupture formation for all leak and 
seawater influx events
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thresholds based on sensor quality and well‑specific opera-
tional conditions.

Two different preprocessing methodologies were 
employed. Methodology A was used for SVM and Random 
Forest, while Methodology B was used for LightGBM.

Methodology A constructs one feature point per 
level‑shift event by extracting its steady‑state relative devia-
tion (Sect. 2.3). The purpose is to capture the most relevant 
information of each event, namely the variation between 
steady states. For events without a well‑defined post‑fault 
steady state (Normality, Instability, Severe Slugging), fea-
ture points were sampled every 20 min. Additional synthetic 
“normal” feature points were generated by sampling from a 
Gaussian distribution using the covariance matrix (Eq. 2), 
with the number of noise‑generated points matching the 
number of normal points already present. After concatena-
tion, the resulting feature matrix is:

Xpct =




x
(P-TPT,1)
pct x

(P-UP-PCK,1)
pct x

(T-TPT,1)
pct x

(T-UP-PCK,1)
pct

x
(P-TPT,2)
pct x

(P-UP-PCK,2)
pct x

(T-TPT,2)
pct x

(T-UP-PCK,2)
pct

...
...

...
...

x
(P-TPT,M)
pct x

(P-UP-PCK,M)
pct x

(T-TPT,M)
pct x

(T-UP-PCK,M)
pct




∈ RM×4,

where each row corresponds to a feature point from a 
level‑shift event, a sampled timestamp from a dynamic 
event, or a noise‑generated sample. The total number of 
rows M is the sum of all such points.

Methodology B computes feature points for every time-
stamp in all events, labeling points from leak and influx 
events as normal when sampled before rupture initiation. 
In intermittent events (e.g., Fig.  6), all timestamps were 
labeled as influx, as justified in Sect. 2.1. After computing 
all feature points, Gaussian noise following the covariance 
matrix in Eq. 2 was added to all points originating from sim-
ulated or sketched events. The resulting feature matrix Xpct 
has one row per timestamp across all events.

Both methodologies use the reference‑value approach 
described in Sect.  2.3. Table  2 summarizes the main 
differences.

A separate preprocessing approach was used for Light-
GBM because of its computational efficiency: it is able to 
handle large matrices extremely quickly, whereas SVM and 
Random Forest become significantly slower as matrix size 
grows. For SVM, which is distance‑based, Z‑scaling  [23] 
was applied so that pressure and temperature deviations—
represented in different magnitudes due to Kelvin conver-
sion—contribute comparably to the distance metric.

Hyperparameter tuning for each algorithm was conducted 
using Bayesian optimization [24], where the score for each 
iteration was the sample‑weighted binary cross‑entropy 
loss [25] computed via 5‑fold cross-validation on the train-
ing set. Bayesian search uses probabilistic inference to guide 

deviation values, as described in Sect. 2.6, and it was also 
used to generate additional normality data points.

The addition of noise improved detection robustness in 
normality scenarios. Although the 3W dataset already con-
tains noise, its statistical characteristics may differ from 
those of the wells considered in this study. Furthermore, 
the magnitude and structure of measurement noise are not 
constant; they depend on the intrinsic precision of each sen-
sor and on well-specific flow properties. Incorporating noise 
into the simulated dataset therefore makes the training con-
ditions more realistic and enhances the generalization capa-
bility of the detection model.

2.6  Model training

The events from both datasets (simulated ruptures and 3W) 
were first divided into training, validation, and test sets 
using a 60%, 20%, and 20% split, respectively, while main-
taining class balance. The training set was used for model 
fitting and hyperparameter optimization. The validation set 
was used for model comparison and selection. The test set 
remained completely isolated during development, serving 
exclusively for the final performance assessment of the cho-
sen model.

The detection system was designed to be as simple as 
possible. The goal of this work is to construct a reliable sys-
tem capable of detecting leak and influx events with high 
accuracy, while avoiding unnecessary complexity or exces-
sive input features. Accordingly, the probability of leak or 
influx at each timestamp was estimated using only the four 
sensors described in Sect. 1.2 (P‑TPT, P‑UP‑PCK, T‑TPT, 
and T‑UP‑PCK). At the same time, it is desirable that both 
classifier inputs and outputs can be adjusted by an operator 
to reduce false alarms. This operational aspect is discussed 
further in Sect. 3.3.

The following machine learning algorithms were com-
pared: support vector machine (SVM)  [20], random for-
est (RF)  [21], and LightGBM (LGBM)  [22]. All of these 
techniques are suited for classification tasks and can be 
configured to output class probabilities from 0 to 1, which 
is essential because it allows operators to adjust alarm 

Table 2  Comparison of two data preprocessing methodologies
Aspect Methodology A Methodology B
Algorithm SVM, Random 

forest
LightGBM

Treatment of level-shift 
events

One feature point per 
event

One feature point 
per timestamp

Treatment of normality 
and dynamic events

One feature point 
every 20 min

One feature point 
per timestamp

Feature matrix size Smaller Larger
Noise injection Generates additional 

noise points
Adds noise to 
simulated or 
sketched events
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exploration of the hyperparameter space. The 5‑fold cross-
validation ensured that each subset of training events was 
used exactly once as a validation fold. After 200 optimiza-
tion iterations, the best hyperparameters were selected, and 
a final model was trained using the full training set. Figure 9 
illustrates the model development workflow. The complete 
hyperparameter search space is provided in Table 3.

All metric scores used during training, validation, and 
model selection were sample‑weighted. The weighting 
scheme assigned 45% of the score to normal points, 45% to 
rupture points (leak or influx, depending on the classifier), 
and the remaining 10% to points from all other events, dis-
tributed proportionally. This approach ensures equal impor-
tance for normal and rupture classifications, with reduced 
influence from rarer events whose behavior may overlap 
with rupture patterns but are of secondary importance for 
leak detection.

For final model selection, Methodology B was applied 

to the validation events to generate a feature matrix Xval
pct. 

Table 3  Hyperparameter search space used in Bayesian optimization. 
Ranges indicate sampling intervals; distributions indicate how values 
were sampled
Algorithm Parameter Min Max Distribution
SVM 
(RBF)

C 10−2 105 Log-uniform

γ 10−4 1 Log-uniform
Random 
forest

Num. estimators 50 500 Uniform (int)
Max depth 2 50 Uniform (int)
Min samples split 2 20 Uniform (int)
Min samples leaf 1 20 Uniform (int)
Max features {2,3,4} – Categorical

LightGBM Num. Leaves 4 128 Log-uniform 
(int)

Learning rate 10−4 10−1 Log-uniform
Min child weight 10−3 20 Log-uniform

λ1 10−8 10 Log-uniform

λ2 10−8 100 Log-uniform
Feature fraction 0.5 1.0 Uniform
Bagging fraction 0.5 1.0 Uniform
Bagging frequency 1 7 Uniform (int)

Fig. 9  Model development work-
flow (adapted from scikit-learn 
documentation, Sect. 3.1)
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operation. This behavior is illustrated in Fig. 10. Although 
the leak probability correctly jumps to 1.0 immediately after 
the rupture at the 60-minute mark, several spurious peaks 
appear beforehand. Performance on the 3W dataset rein-
forced this observation: at least one false alarm occurred in 
48.8% of purely normal events for the leak classifier and 
40% for the influx classifier.

In long-term operation, excessive daily false alarms pose 
a critical challenge, as they diminish user trust and compro-
mise system usefulness. At the same time, it is essential to 
preserve the classifier’s ability to detect ruptures reliably. 
A fundamental limitation of the machine-learning model 
is that it operates on individual timestamp samples, opti-
mizing its ability to correctly classify each individual leak 
or non-leak timestamp. In practical deployment, however, 
the main requirement is that an alarm must trigger at least 
once during a rupture event. Although detection time is also 
important—particularly for subsea petroleum leak scenar-
ios—sacrificing a few minutes of response time in exchange 
for fewer false alarms is often an acceptable trade-off.

Given these considerations, an additional parameter-
tuning step was performed using the training and validation 
sets, now evaluating metrics at the event level rather than at 
the timestamp level. An initial attempt involved applying a 
moving average directly to the raw pressure and tempera-
ture data before feeding them into the classifier. However, 
this approach increased the number of false alarms in the 
3W dataset. We attribute this effect to outlier measurements, 
which can distort averaged sensor values and unintention-
ally resemble small leak signatures.

Instead, a moving average was applied to the classifier’s 
probability output. The results for leak and influx detec-
tion are presented in Tables 6 and 7, respectively. For each 
moving-average window size N (in minutes), the following 
metrics were computed:

The performance of each classifier for leak and influx detec-
tion is reported in Tables 4 and 5. In both tasks, LightGBM 
consistently outperformed SVM and Random Forest across 
nearly all metrics and was therefore selected as the model 
for both classifiers.

One may ask why Methodology B was used to validate 
all classifiers. The rationale is that, after noise augmentation, 
Methodology B preserves more event information—not 
only steady-state deviations but also temporal variabil-
ity—making it more representative of the scenario encoun-
tered during model deployment. Although LightGBM may 
appear to benefit from using the same preprocessing strat-
egy in both training and validation, we attribute its superior 
performance primarily to its ability to efficiently process 
large feature matrices, a capability not shared by SVM and 
Random Forest.

2.7  Operational parameter tuning

New classifiers were trained using the LightGBM algorithm 
with the combined training and validation events. However, 
an issue emerged when evaluating classifier performance 
on an event-wise basis: both probability outputs frequently 
exhibited isolated peaks above 0.5 during noisy normal 

Table 4  Comparison of machine learning models for leak detection 
(weighted metrics)
Model Accuracy Recall Precision F1-score
SVM 0.871 0.838 0.888 0.862
Random forest 0.855 0.916 0.751 0.825
LightGBM 0.901 0.919 0.858 0.888

Table 5  Comparison of machine learning models for seawater influx 
detection (weighted metrics)
Model Accuracy Recall Precision F1-score
SVM 0.931 0.936 0.910 0.923
Random forest 0.924 0.962 0.866 0.912
LightGBM 0.956 0.953 0.950 0.951

Fig. 10  Classifiers performance in 
a leak training event
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individual timestamp samples: each measurement set from 
the four sensors of every test event was passed to both clas-
sifiers, and a 10-min moving average was applied to the 
resulting probability outputs. For this reason, this part of the 
evaluation is referred to as the window-based assessment, as 
each prediction corresponds to a 10-min window.

The second set of results is based on entire events, i.e., 
the full time series representing a well-production episode. 
Accordingly, this part is termed the event-based assess-
ment. In this framework, a detection—whether true or false 
positive—is considered to have occurred if the classifier’s 
probability output exceeds a chosen threshold within any 
10-min window. Two thresholds were analyzed: 0.5 and 0.8. 
For rupture events, detection time and leaked liquid volume 
prior to detection were also evaluated.

For all tests, the raw pressure and temperature measure-
ments were transformed into relative deviations using Eq. 1. 
Reference values for this transformation were estimated 
using the methodology described in Sect. 2.3, and applied 
consistently to both rupture and 3W events. Each resulting 
feature point (i.e., each timestamp’s vector of relative devi-
ations) was then passed to the leak and influx classifiers, 
which return probability values. A 10‑minute moving aver-
age was subsequently applied to these probabilities to yield 
the smoothed outputs used in the analysis.

In all assessments, normality results refer exclusively 
to the normality events of the 3W dataset. Normality peri-
ods preceding faults in other events were excluded, since 
the primary interest is ensuring that no false alarms occur 
before rupture formation in leak and influx cases.

	● the percentage of leak or influx events correctly detected 
after the rupture,

	● the percentage of false alarms before rupture initiation,
	● the mean and standard deviation of the detection time,
	● the false-alarm rate for normality events, both per 10-

min window and per event.

Based on these results, N = 10 min was selected for both 
alarms. This window size preserved high detection per-
formance while substantially reducing false positives, 
achieving a balanced compromise between sensitivity and 
robustness.

It is important to note that this parameter can be adjusted 
for individual wells. For wells exhibiting high instability or 
noise, operators may increase N or modify additional param-
eters—such as the probability threshold or the on-delay 
time (the minimum duration the probability must remain 
above threshold before triggering an alarm). Conversely, for 
wells with very stable behavior and low measurement noise, 
smaller window sizes may be appropriate.

3  Test and assessment

After completing all the procedures described in the previ-
ous subsection, a final pair of LightGBM classifiers—one 
for leak detection and one for influx detection—was trained 
using the combined training and model-validation events. 
These classifiers were then evaluated using the test events, 
which had not been used at any stage of training, hyperpa-
rameter tuning, or model selection.

The results of these evaluations are presented in the 
following subsections. The first set of results is based on 

N Alarms after rup-
ture per event (%)

Alarms before rup-
ture per event (%)

Detection time 
(min)

Normality false 
alarms per window 
(%)

Normal-
ity false 
alarms per 
event (%)

1 100.0 40.1 12.6 ± 11.3 0.80 40.0
5 98.3 0.9 17.7 ± 13.8 0.05 1.9
10 98.2 0.4 23.0 ± 17.2 0.04 0.8
15 98.0 0.1 25.9 ± 18.2 0.02 0.2
30 97.5 0.0 33.6 ± 18.3 0.01 0.2

Table 7  Seawater influx detection 
event-based summary for differ-
ent moving-average windows N

 

N Alarms after rup-
ture per event (%)

Alarms before rup-
ture per event (%)

Detection time 
(min)

Normality false 
alarms per window 
(%)

Normal-
ity false 
alarms per 
event (%)

1 100.0 89.0 3.3 ± 3.7 2.86 48.8
5 97.7 1.5 8.9 ± 16.6 0.94 24.3
10 95.2 0.2 11.4 ± 15.9 0.73 14.7
15 93.9 0.0 13.4 ± 13.7 0.63 10.9
30 92.6 0.0 20.7 ± 14.3 0.30 4.4

Table 6  Leak detection event-
based summary for different 
moving-average windows N
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on a per-event basis: an event is considered detected if, at 
any timestamp, the moving-averaged probability output of 
the classifier exceeds the chosen alarm threshold. In con-
trast, the window-based assessment examines each 10-min 
window independently.

Table  9 presents the percentage of events for which at 
least one leak or influx probability exceeded the threshold. 
At a threshold of 0.5, the leak classifier detected almost 95% 
of all oil leak events. However, it also triggered false alarms 
in 24.7% of pure normality events. Increasing the threshold 
to 0.8 reduced false alarms in normality to 3.1%, but detec-
tion of leak events also fell to 85.8%. The leak classifier 
additionally showed higher false-positive rates for events 1, 
3, 4, and 5 (abrupt increase of watercut, severe slugging, 
flow instability, and rapid production loss).

The influx classifier achieved superior performance: even 
at a threshold of 0.8, it detected almost 96% of all seawater 
influx events. False positives were mainly associated with 
events 3 and 8 (severe slugging and hydrate formation), but 
performance on normality events was excellent, with zero 
false alarms at the higher threshold.

An important additional observation (not shown in 
Table 9) is that, for a threshold of 0.5, no leak or influx event 
generated an alarm before rupture formation. This indicates 
that, for all rupture scenarios evaluated, the classifier trig-
gered only after the anomaly began, never prematurely.

The relatively high false-positive rates observed for 
certain other fault events do not compromise the purpose 
of the rupture detection system. As explained in Sect. 2.6, 
lower weighting was assigned to these events during train-
ing because they are relatively infrequent. Flow instabil-
ity—and, to a lesser extent, severe slugging—constitutes 
the most challenging class for the leak classifier due to its 
continuous, highly variable nature. This challenge can be 
mitigated operationally by adjusting detection parameters 
(moving-average window, on-delay time, alarm threshold) 

3.1  Performance assessment: window-based 
metrics

This subsection presents results in which each 10‑min 
window sample—corresponding to the moving‑averaged 
probability outputs of the leak and influx classifiers—is 
evaluated independently.

Table  8 reports the percentage of window samples for 
which the leak or influx probability exceeded a given 
threshold. For a threshold of 0.5, the leak classifier correctly 
detected 85.4% of all window samples labeled as leak, while 
the influx classifier correctly detected 85.5% of all window 
samples labeled as influx. When the threshold was increased 
to 0.8, these values decreased to 71.3% and 78.4%, respec-
tively, as expected for a more conservative alarm criterion.

Both classifiers exhibited very low false‑positive rates 
for normality samples. The influx classifier produced 0.04% 
and 0.00% false positives for thresholds of 0.5 and 0.8, 
respectively. The leak classifier produced 1.24% and 0.06% 
false positives for the same thresholds.

The most challenging event for the leak classifier was 
rapid production loss, for which 27.26% of window sam-
ples were incorrectly flagged as leaks at a threshold of 0.5; 
this dropped to 3.37% at a threshold of 0.8. Both classi-
fiers also produced relatively high false‑positive rates in 
the severe slugging event: at a threshold of 0.5, 10.87% 
and 8.88% of window samples were incorrectly classified 
as leak and influx, respectively. The influx classifier also 
showed a higher false‑positive rate for the hydrate in pro-
duction line event (6.62% at threshold 0.5), likely due to its 
strong dynamic variability.

3.2  Performance assessment: event-based metrics

The event-based assessment differs from the window-based 
analysis presented earlier. Here, performance is evaluated 

Table 8  Percentage of 10‑min window samples for which the leak and 
influx classifiers exceeded the probability thresholds
Event Leak classifier Influx 

classifier

p > 0.5 p > 0.8 p > 0.5 p > 0.8
0—normality 1.24 0.06 0.04 0.00
1—abrupt increase of watercut 1.77 0.36 1.67 0.70
2—spurious closure of DHSV 0.00 0.00 0.00 0.00
3—severe slugging 10.87 1.22 8.88 1.01
4—flow instability 4.25 1.09 0.45 0.00
5—rapid production loss 27.26 3.37 1.00 0.43
6—quick restriction in PCK 0.00 0.00 0.00 0.00
7—scaling in production choke 0.00 0.00 0.00 0.00
8—hydrate in production line 0.00 0.00 6.62 0.00
9—oil leak 85.46 71.28 0.18 0.02
10—seawater influx 0.00 0.00 85.49 78.44

Table 9  Event detection rate (%) of leak and influx classifiers
Event Leak classifier Influx 

classifier

p > 0.5 p > 0.8 p > 0.5 p > 0.8
0—normality 24.7 3.1 1.0 0.0
1—abrupt increase of watercut 66.7 20.8 29.2 20.8
2—spurious closure of DHSV 0.0 0.0 0.0 0.0
3—severe slugging 57.1 28.6 76.2 33.3
4—flow instability 22.7 9.1 6.8 0.0
5—rapid production loss 94.4 51.1 2.2 4.4
6––quick restriction in PCK 0.0 0.0 0.0 0.0
7––scaling in production choke 0.0 0.0 0.0 0.0
8––hydrate in production line 0.0 0.0 68.7 0.0
9––oil leak 94.8 85.8 0.5 0.4
10––seawater influx 0.0 0.0 97.9 95.8
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injection. After rupture, P‑TPT, P‑UP‑PCK, and T‑UP‑PCK 
decrease, while T‑TPT increases. The leak probability spikes 
rapidly above 0.9, while the influx probability approaches 
zero.

Figure 12 shows a small leak (17 Sm3/d) in a well pro-
ducing 3968 Sm3/d. The relative deviations barely change, 
and the leak probability never exceeds 0.3. Such small leaks 
are extremely difficult to detect: the natural noise magnitude 
exceeds the physical effect of the rupture. Probabilities at 
this level could only be considered meaningful in excep-
tionally stable wells, under conditions with minimal sensor 
noise and negligible production oscillations—conditions 
that are rarely encountered in practice.

Figure 13 shows a large leak (3370 Sm3/d) in a well pro-
ducing 1600 Sm3/d. This scenario reflects a reservoir with 
high production capacity combined with a very restricted 
production choke. Although the alarm may be triggered 
immediately, the sensor measurements subsequently move 
so far from their pre‑rupture values that the resulting fea-
ture point lies outside the region covered by most simulated 
cases. This behavior is qualitatively similar to that shown 

or by retraining classifiers with increased weighting for 
these cases.

Other fault events—such as abrupt increases in watercut, 
rapid production loss, or hydrate formation—are level-shift 
anomalies that occur only occasionally. They may trigger 
isolated false alarms, but these occurrences could be han-
dled by implementing dedicated alarms for such events, pre-
venting unnecessary activation of the leak or influx alarms.

The next figures illustrate classifier performance on full 
events. Circles represent the relative deviation features 
(Eq.  1) for each sensor: black, green, orange, and purple 
correspond to P‑TPT, P‑UP‑PCK, T‑TPT, and T‑UP‑PCK, 
respectively. Dashed lines show the 10-min moving aver-
ages of these deviations—these averages were plotted only 
to help visualize the trend of each sensor. Solid red and 
blue lines represent the moving-averaged leak and influx 
probabilities.

Figure 11 shows a leak test case with a leak flowrate of 
471 Sm3/d in a well producing 3855 Sm3/d before rup-
ture. Before the 60‑min rupture, relative deviations fluctuate 
around zero, and probabilities stay near 0.1, due to noise 

Fig. 12  Small leak test case (leak 
flowrate of 17 Sm3/d in a well 
producing 3968 Sm3/d before the 
fault)

 

Fig. 11  Leak test case (leak 
flowrate of 471 Sm3/d in a well 
producing 3855 Sm3/d before the 
fault)
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In both events, the final steady‑state feature points were 
clearly distant from the main leak cluster. This can also be 
observed in Figure 8, where a few points lie detached from 
the principal distribution. We believe the root cause is an 
atypical thermal response: T‑TPT decreased significantly 
(− 0.5% in the first case and − 1% in the second), despite 
the very large leak flowrates—larger than the original well 
production. In such scenarios, the choke is highly restricted 
and heat transfer from the reservoir would normally domi-
nate WCT temperature. However, as explained in Sect. 1.4, 
depending on fluid properties, depressurization effects may 
dominate instead, causing cooling and producing an unusual 
temperature signature not represented in the simulated train-
ing data.

Although these failures occurred in only two cases, they 
highlight an important limitation of machine-learning-
based detection: if the real event differs substantially from 
the training data, the classifier may fail to detect it. Thus, 
for very large leaks, simpler safeguards (e.g., absolute pres-
sure thresholds) should complement the ML-based system. 

in Fig. 11, but with much larger pressure deviations. In this 
particular case, the leak probability still spikes to nearly 
1.0, ensuring correct detection despite the extreme transient 
response.

Despite the improvements introduced in the current 
version of the leak classifier, two large‑leak test events 
remained undetected. This issue had already been observed 
in earlier versions of the classifier, where extremely large 
leaks were sometimes missed because their feature points 
lay far outside the distribution of most simulated cases.

Figure 14 shows the first undetected case: a liquid leak 
flowrate of 2103 Sm3/d in a well producing 1857 Sm3/d 
before rupture. In this event, both pressure measurements 
dropped sharply, yet the leak probability never exceeded 
0.5, reaching only about 0.3.

Figure  15 shows the second case, even more extreme, 
with a leak flowrate of 4005 Sm3/d in a well producing 
1733  Sm3/d before rupture. All sensors exhibited very 
large relative deviations, but the leak probability unexpect-
edly decreased rather than rising.

Fig. 14  Failed leak detection (leak 
flowrate of 2103 Sm3/d in a well 
1857 Sm3/d before the fault)

 

Fig. 13  Large leak test case (leak 
flowrate of 3370 Sm3/d in a well 
producing 1600 Sm3/d before the 
fault)
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because T‑UP‑PCK only changes once cold seawater reaches 
the topside.

Small influxes are similarly difficult to detect: Fig.  17 
shows a 24 Sm3/d influx in a well producing 4026 Sm3/d, 
where probability trends remain nearly unchanged.

These simpler alarms are unsuitable for small leaks—where 
ML excels—but remain essential as backup mechanisms.

The influx classifier showed consistently strong per-
formance. Figure  16 shows a case with seawater influx 
of 171 Sm3/d; detection takes longer than leak detection 

Fig. 17  Seawater influx test case 
(influx flowrate of 24 Sm3/d in a 
well 4026 Sm3/d before the fault)

 

Fig. 16  Seawater influx test case 
(influx flowrate of 171 Sm3/d in a 
well 4288 Sm3/d before the fault)

 

Fig. 15  Failed leak detection (leak 
flowrate of 4005 Sm3/d in a well 
1733 Sm3/d before the fault)
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to 18.1  min. Influx detection times were longer, typically 
between 10 and 40 min at a 0.5 threshold (mean 24.0 min) 
and between 15 and 70 min at 0.8 (mean 36.2 min). This 
behavior aligns with the slower thermal response of 
T‑UP‑PCK.

Ultimately, leakage volume is often more relevant than 
detection time. Figure 23 shows histograms of total leaked 
volume up to detection, calculated by integrating the leak 
flowrate from rupture onset to alarm. With a 0.5 threshold, 
95% of cases leaked less than 24 m3 (mean 8.0; median 4.3). 
With a 0.8 threshold, 95% were below 37 m3 (mean 14.0; 
median 10.5).

The results in Tables 8 and 9 show that false alarms 
may occur frequently depending on well stability. There-
fore, automatic well-shutdown (“trip”) actions should not 
be triggered immediately upon detection. Sudden shut-ins 
are operationally risky. Instead, alarms should be comple-
mented with a time delay that allows operators to analyze 
the cause, acknowledge the alarm, or cancel it. If no inter-
vention occurs within the configured time window, auto-
mated safety actions can then proceed.

Figures 18 and 19 summarize leak classifier performance 
across flowrates and probability thresholds. A large num-
ber of leaks events with flowrate below 100 Sm3/d were 
not detected with a 0.5 threshold, whereas most leaks above 
100  Sm3/d were with this same threshold value. For a 
0.8 threshold, the transition point shifts to approximately 
200 Sm3/d. Almost all undetected cases were small leaks, 
except the two anomalous large-leak cases.

Figures  20 and  21 present analogous results for influx 
detection. The classifier reliably detected nearly all influxes 
above 50 Sm3/d (with a 0.8 threshold), and no event above 
this flowrate had a maximum probability below 0.65.

Across all evaluations, the influx classifier outperformed 
the leak classifier: it produced fewer false alarms, achieved 
higher detection rates, and demonstrated lower flowrate 
sensitivity.

Figure  22 summarizes detection times for all rupture 
events detected by the classifiers. All distributions are right-
skewed with long tails. Leak detection with a 0.5 threshold 
occurred mostly between 5 and 20  min (mean 12.1  min; 
median 8  min). With a 0.8 threshold, the mean increased 

Fig. 19  Leak detection recall for 
different thresholds and flowrate 
ranges

 

Fig. 18  Maximum leak probability 
versus steady-state liquid leak 
flowrate
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while the last two hours act as a buffer (offset) to avoid 
using data too close to the current timestamp. Other win-
dow lengths and offsets may be adopted when appropriate. 
Although simple and easy to implement, this approach has 
limitations: (i) ruptures that develop very slowly or occur 
during shut‑ins longer than two hours may not be detected, 
and (ii) the averaging period must correspond to a stable 
interval without operational changes or transient behavior.

Overall, estimating reference values remains a rich 
topic for future research. A promising direction would be 
to combine data‑driven approaches—based on the histori-
cal behavior of each well and of its surrounding field—with 
physics‑based digital twins, such as multiphase‑flow simu-
lations tuned to measured data. Such hybrid models could 
enable more accurate and condition‑dependent reference 
values for each sensor.

Alarm suppression mechanisms were also implemented 
to prevent false alarms during intentional operational 
changes. The main suppression rule concerns choke‑open-
ing variations: a moving comparison—similar to the one 
used for reference estimation—can identify significant 

3.3  Operational deployment and results

As discussed in previous subsections, the classifier uses the 
relative deviations of four sensors (P‑TPT, T‑TPT, P‑CHK, 
and T‑CHK) as inputs and returns the probability of an oil 
leak or seawater influx as output. This subsection describes 
how the system has been deployed in practice.

Initially, each sensor’s reference value xref was manu-
ally defined by the well monitoring team. This approach 
worked for wells with stable conditions, i.e., with nearly 
constant choke openings and slowly varying reservoir prop-
erties such as reservoir pressure, GOR, and watercut, but 
proved inadequate for wells subject to frequent operational 
changes. Thus, several automatic estimation methods were 
evaluated.

For some wells, an automated procedure was imple-
mented to update the reference value based on historical 
data. Nevertheless, the method that has proven most robust 
and is currently used for the majority of wells is a simple 
moving‑window calculation: a six‑hour window in which 
the first four hours are used to compute the effective average, 

Fig. 21  Influx detection recall 
across thresholds and flowrate 
ranges

 

Fig. 20  Maximum influx probabil-
ity versus steady-state water influx 
flowrate
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thus, no true positives or false negatives have been recorded 
so far.

4  Conclusions

This work presented a methodology for developing an inter-
nally based rupture‑detection system for subsea produc-
tion pipelines. The approach consists of four main steps: 
(i) generation of a synthetic rupture dataset through exten-
sive transient multiphase‑flow simulations; (ii) training of 
machine‑learning models to detect oil leaks and seawater 
influxes using both simulated data and additional opera-
tional datasets; (iii) assessment of model performance with 
independent test events; and (iv) implementation of a con-
figurable detection system suitable for real‑time operation.

The results demonstrated that partial ruptures can be 
detected using only the standard pressure and temperature 
sensors typically available in subsea production systems. 
Detection was highly reliable for liquid leak rates above 
200  Sm3/d and seawater influx rates above 50  Sm3/d, 

operational changes, thereby temporarily suspending leak 
and influx alarms. Additional suppression rules may apply 
during ramp‑ups, shut‑ins, and periods in which no stable 
reference can be computed.

The classifier was integrated into Petrobras’ Intelligent 
Production Surveillance System, an event‑detection frame-
work similar to the one described by Yanez et al.  [26]. It 
currently monitors the possibility of partial ruptures in pro-
duction pipelines of approximately 100 oil wells connected 
to 16 floating production units (FPUs). The alarms are con-
tinuously monitored by onshore teams, 24 h a day. Nine of 
these FPUs, covering 55 wells, also rely on an automated 
shutdown system capable of closing subsea valves in the 
event of a detected oil leak or seawater influx.

On average, the SSLDS coverage is around 60% of total 
operating time, owing mainly to its inability to classify 
partial ruptures during suppression periods associated with 
transients or shutdown conditions. Historically, fewer than 
2 unintended alarms (false positives) per production unit per 
month have been recorded, which has contributed to opera-
tor confidence in the system. To date, no partial rupture has 
been observed in any monitored well in the pre‑salt region; 

Fig. 22  Detection-time histograms 
for leak and influx classifiers 
(thresholds 0.5 and 0.8)

 

1 3

Page 23 of 26    504 



J Braz. Soc. Mech. Sci. Eng.          (2026) 48:504 

	● Classifiers independent of reference values: 
rate‑of‑change‑based classifiers may complement or re-
place steady‑state comparison methods.

	● Handling missing data: the method assumes all four 
sensors are available, which is not always the case. Im-
putation schemes or alternative classifiers using fewer 
sensors should be explored.

	● Use of additional variables: incorporating downhole 
measurements, choke‑opening data, or other topside 
variables could enhance robustness.

	● Higher‑frequency measurements: these could enable de-
tection of pressure‑wave signatures during rupture for-
mation and improve early detection.

	● Detection during transient phase: distinguishing rup-
ture behavior from operational transients (e.g., choke 
changes or shut‑ins) remains a significant challenge.

Large ruptures generally cause substantial parameter devia-
tions and are therefore easier to detect, often requiring only 
simple single‑sensor threshold checks. The machine‑learn-
ing system performed well for these cases, though a few 
extreme scenarios were missed due to atypical combinations 

with near‑perfect detection rates during testing. Detection 
times were also satisfactory for operational use.

Some conditions must, however, be satisfied for success-
ful detection: accurate well simulations for training, func-
tional subsea and topside sensors, reasonably stable well 
behavior, and suitable reference‑value estimation for each 
sensor. These aspects suggest several directions for future 
improvement:

	● Improved rupture simulations: although the multi-
phase‑flow simulator used is state‑of‑the‑art, validation 
against experimental or field data is needed. Effects re-
lated to rupture geometry, axial position, and flow re-
gime may substantially influence sensor responses.

	● Reference‑value estimation: the moving‑window meth-
od currently used is effective but limited, especially 
during operational changes or slow‑forming ruptures. 
More advanced data‑driven, physics‑based, or hybrid 
approaches could provide more accurate reference 
estimates.

Fig. 23  Histograms of total leaked 
volume for leak alarm thresholds 
of 0.5 and 0.8
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of sensor deviations, as shown in Fig. 18. Conversely, very 
small ruptures remain difficult to detect, even with the pro-
posed system, as their effects can be smaller than natural 
measurement noise. In those situations, complementary 
monitoring technologies—such as low differential‑pressure 
trips, satellite imaging, or ROV inspection—remain impor-
tant. The developed solution is best suited for intermediate 
ruptures or leaks (flow rates between 200 and 1000 Sm3/d). 
Thus, the proposed solution should be viewed as an addi-
tional layer of protection within a broader integrity‑man-
agement framework, rather than a replacement for existing 
detection methods. The rupture dataset generated for this 
work may serve as a foundation for benchmarking and for 
guiding future research and model improvements.

The methodology developed here has already supported 
the successful deployment of a real‑time rupture‑detection 
system for a large set of producing wells. The observed 
stability of the system and its low false‑alarm rate have 
contributed to strong acceptance among monitoring and 
technical teams, increasing confidence in its capability to 
provide early detection and reduce operational and environ-
mental risk.
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